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ICT, Core of the Third Industrial Revolution
Declaration to be the World’s Most Advanced IT Nation (Abe gov’t, June 14, 2013)
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Industrial revolution moves society forward, and improves the lives of citizens
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he ICT/Global Revolution Is Not Stopping ) 2

Number of Portable Songs
Mobile Speeds: From Crawling iPhone Computers Better Wwent from 18 to 40,000

to Jumbo Jet in 10 Years Than Chess Computer in 23 Years
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' 28 of 50 Companies Expected to Grow Are ICT Companies ) 3

The Nikkei chose 50 listed companies they expect to contribute to the Japanese
economy in the future (NEXT50), and 28 of them are in the ICT field. Of those 28,
15 of them focus on data usage.
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LDP IT Strategy Council

)

Declaration to be the World’s
Most Advanced IT Nation

Digital Nippon 2014 IT Strategy Council (Chairman Takuya Hirai)

\ [Main Themes]

Basis for proposal -Concrete vision of World’s Most Advanced IT
Nation in 2020

-Cybersecurity Advice

Incorporate elements (Cybersecurity Basic Law (Proposal))

Government Information

Systems Subcommittee Payment System Subcommittee

[Main Themes] [Main Themes]
Government information systems, Microtransactions and international
based on Declaration to be the payment system trends

World’s Most Advanced IT Nation
“My Number” Subcommittee

[Main Themes] [Main Themes]

Improving citizen convenience with Examining use of IT devices in the

“My Number” system Diet

Use of IT in the Diet Subcommittee




| Keywords for Digital Nippon 2014 ) >

2020 Tokyo Olympics & Paralympics
® Use the 2020 Tokyo Olympics and Paralympics as an opportunity for
ICT innovation
® Creation of new service industries with ICT innovation
® Bring about the best “Hospitality, Consideration, Caring” using ICT
® Create prosperous, safe living conditions in Japan with ICT

Government Information Systems
® Reexamining cost of “new dimension” of monetary easing
® Improved IT governance
® Promotion of local government use of cloud services

“My Number” System
® Expanded use of My Number
® Development of one-stop public services
(true digitalization, consolidation to one card, creation of joint
government/private identification system)




| Incorporating Opinions and Ideas from the Private Sector ) 6

The LDP IT Strategy Council has held hearings with many private companies and
incorporated their opinions and ideas.

Main Council (20)
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Overview of Digital Nippon 2014 Proposal ) 7

With the September 2013 decision on the 2020 Tokyo Olympics and Paralympics,
the goal of this proposal is to develop the most advanced ICT and services in the
world. Proposals have also been made on negative issues, such as how to deal
with cyber threats and the widening digital divide.
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l Digital Nippon 2014 Image of A 2020 Advanced IT Nation @ 8

In 2020, Japan will be at the forefront of the ICT third industrial revolution, with
the Tokyo Olympics and Paralympics acting as a showcase.
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' Digital Nippon 2014 Image of A 2020 Advanced IT Nation @ 9

n 2020, Japan will be at the forefront of the ICT third industrial revolution, wowing
the world with a safe, secure living environment.
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l Security in An Internet Based Society ) 10

In an internet-based society, it is necessary to redefine security within Japan, as
the internet is basic infrastructure in all fields. The government must deal with this
issue quickly, with cooperation between different agencies.

All Industries Shift to Internet-based Industries
« Security related to all industries
v' Targeted threats against major infrastructure and
IT business will spread to target all industries.
v Diversification of information
types/properties/storage for improved safety
« Necessity to think laterally across government agencies
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1 Advanced IT Countries Face Serious Risks )

: Estonia
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l Risk in Japan @ Increased Severity of Risks

A. Sophisticated Attacks on
Sensitive Information

\
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' Risk in Japan @ Spread/Globalization of Risk

Expanded Range of Targets
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l Necessity for Basic Law for Cybersecurity

Dangerous Situation Facing
Japan

/

3w Sophisticated Attacks on Sensitive Information\

-Attacks on the Diet and gov’t agencies (tip of the iceberg)
-1.08 million gov’'t agency threats a year (2/minute)

= Attacks on Critical Infrastructure

-Increase in targeted threat emails, etc. (higher risk)
-US cyber attacks have increased 17 fold since 2011

#» Expanded Range of Tar gets

-Adoption of smartphones, smart cars, smart meters
-Illicit sites targeting mobile devices have increased 20
fold since FY 2011 (individuals, anywhere and anything)

< Globalization of Attacks

-In attacks overseas that gov’ts may be involved in,
Japanese home PCs were used as bots, and the
malware used then spread throughout Japan

-Cyber attacks are a risk that could have a major negative
impact globally on industry (World Economic Forum)

= Experiences of Advanced IT States

-After facing the first major cyber attack, began
international initiatives (Estonia)

-After facing an attack on major infrastructure by another
state, improved gov't command structure (South Korea)
-After being attacked over 200 million times during the
Olympics, established national CSIRT (UK)

»« Situation in Japan

-Establish Cybersecurity Strategy and National Security Strategy
-Lack of legal status for Information Security Policy Council and NISC

Qnsufﬁcient lateral cooperation between gov't agencies /

1
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(1. Response to Rapidly Increasing )

\_oversight council (GSOC). Y,

) JE

Proposal for Improved Cybersecurity in
Japan (April 10, 2013, LDP CS Measures Joint Conference)

)C (11 € d
® To ensure the Abe gov’t growth strategy, major
changes to the system to allow the gov't to
exercise leadership are required.

2. Clarify Government’s Leading Role

® In an internet-based society, while assuming close gov't
and private cooperation, the leadership role of the gov't
must be clarified for national security, to develop citizen

awareness, and for measures for the Tokyo Olympics.

3. Establish Basic Principles,

® Establish basic principles, responsibility and basic
policies of the gov't/major infrastructure operators.

® The Information Security Policy Council which will command

needs to establish functions/powers such as a basic strategy,

creation/oversight of gov't agency joint standards, budget policy

and estimates, investigating incidents, and reporting to agencies.

4. Legislate the NISC

® With a goal of starting operations in earnest in FY
2015, legislation should be introduced to
strengthen the NISC as a government security




)

1 Goal
2 Definition: Cybersecurity

A state where appropriate information
nanagement measures and information system and
nformation communications network safety and
eliability measures (including measures necessary
o prevent damages from illicit actions taken
gainst computers using communications networks
br  electronic recording mediums) to prevent
cakage, loss or damage to electronically recorded,
ommunicated or transferred information; and
naintaining that state appropriately.

3 Basic Principles

actively with government and private cooperation

autonomous responses, actively

from cyber threats

economic
communication networks such as the Internet

international cooperation

for implementation

[4) Considering that cybersecurity is an issue facing
international society as a whole, and that Japan’s
economic society is closely interconnected with ang.-9 ResponSib“itieS Of nationa|
international framework, a leading role will be taken

in creating international order and development amiaa

1 The Government will set a

cybersecurity strategy

2 The Prime Minister will seek a
Cabinet decision on the
strategy proposal

3 The Government will strive to
discuss necessary measures
such as budgets, to the extent
finances allow Etc.

1 Establish cybersecurity for
government agencies, etc.

2 Promote establishment of
cybersecurity for major

(D Ensuring free flow of information is important for infrastructure Opel‘atOI‘S, etc.

freedom of expression, creation of innovation, an
socioeconomic activity, and threats should be faced

3 Encourage voluntary measures
by private companies and

2) While increasing public awareness and encouraging4e8ucation?1/re earch institu_tions

promote
construction of a strong system that can rapidlya

recover from damages and help prevent damagesD Police crimes and prevent the

ooperation
gencies, etc.

etween various

spread of damages

3 Actively encourage measures to build an active6 Respond to events that could
society using IT and advanced have a Significant impact on

Japan

nd local governments
10 Legislative measures, etc.

(5) Consider the basic principles of the IT Basic Law

11 Set up government agencies, etc.

7 Stimulate industry and increase
international competitiveness

8 Promote research and development

9 Acquire human resources

10 Promote education and learning
11 Promote international cooperation

1 To promote comprehensive/effective
cybersecurity polices, create a Cabinet
Cybersecurity Strategy HQ

= Regulations for HQ administration, organization,
authority, etc. (see next page)

1 Date of Implementation
Implemented from day of promulgation (however,
Articles 4 and 5 will be implemented no more than a
year later at dates specified by separate ordinances)

2 Implement laws necessary for HQ
administration to be handled
appropriately by the Cabinet Secretariat

(@D The government will take measures for legislation of the
National Information Security Center (NISC) to be placed in
the Cabinet Secretariat

@ The government will take necessary measures for placing
experts in the Cabinet Secretariat, fiscal and legislative
measures to ensure observation, analysis of illicit activities
on government information systems, with domestic and
international cooperation and communication

3 Partially revise Basic IT Law



Functions/Powers of Cybersecurity Strategic HQ (Proposal»

d C

Request for Cabinet meeting on
cybersecurity strategy proposal

(1) Create and help implement an
emphasis program for developing a

high—speed communications Strategy

network society prc_)p.osal
opinion

@ In addition, deliberate plans for

important features of the above

policy, and implement theses

policies lose
ooperation

* Of the above, delegate to the CI
budget and implementation policies
for lateral government agency plans
and related agencies

ssues

HQ Chief : Chief Cabinet Secretary
Vice Chief : Minister of State
Members : National Public Safety
Commission Chairman; Minister of
Internal Affairs and Communications;
Minister of Foreign Affairs; Minister of
EFconomy, Trade and Industry; Minister o
Defense; other ministers designated by

the Prime Minister as necessary; expert$

designated by the Prime minister

Prime Minister

Create strategy
proposal

DEerse ated ¢

@ Create cybersecurity strategy proposal

mportant

I

and implement said strategy

@ Create standards for government agencies
and evaluate these standards (including
auditing) , as well as implementing other policies
based on these standards

@ Evaluate policies for major cybersecurity
events that occur at government agencies
(including investigating the cause) .

@ i) Examine and discuss plans for major
cybersecurity policies

ii) Create guidelines, evaluate policies and
otherwise support implementation of lateral
cooperation plans between agencies and budget
forecasts.

iii) Overall adjustment of these policies

Implement laws necessary for HQ administration
to be handled appropriately by the Cabinet

Secretariat (NISC legislation)

Report measures
taken based on
dvice

Duty to \
provide info, Advice
etc.

Provide opinion on leading
different government sections

Strategy
proposal
opinion

Close
cooperation
on
important
Japanese
security

Olld C U

1 Deliberation on diplomatic and
defense policies related to
national security

(2 Deliberation on important items
related to national defense, such
as response to armed attacks

(@ Focused, rapid deliberation on
important items for responses to
major crises, and when necessary
proposals on measures the
government should take

issues

Request |

necessary
cooperation

Request
cooperation

Government agencies,
universities, and
corporations designated by
the HQ, which organize
contact with related parties
in Japan and abroad, etc.

i.e. giving
igformation

Local Governments

requests

Try to fulfill

Government Ministries, etc.




IT X Hospitality, Consideration, Caring

The more high tech technology becomes, the more
important “high touch” communication between
humans will become. John Naisbitt, Megatrends, 1982.

High Tech Features High Touch Service

Word Processors

Docu
ments
Commu (\ﬁ“_ ?
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